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Abstract home networks are not yet well understood and many

Wireless networks are becoming increasingly ©P€N questions exist: .
popular at homes. Today, most wireless home Do people really need access control within
networks are used for Internet access only, but as home networks or is link layer security
devices at home become more intelligent, they start enough? _ _ _
to communicate with each other within the home What would be the optimal user interaction
network as well. When this happens, new security model for configuring access control settings
concerns will arise. The issue of WLAN link layer in home networks? _ _
security has been well studied but very little work How could this optimal user interaction model
exists in the area of intuitive access control desi be implemented technically?

the home network. In this paper we propose an To answer these questions, we have investigated
approach that allows fine-grained access control US€r needs related to access control in homes and
within home networks without overburdening users compared three alternative access control schemes

with difficult questions or complicated configurati ~ With test users. Based on the findings we have

tasks. The proposed concept originated from a userd€Signed a scheme for configuring access control
needs study and user trials, and it builds on the Settings within home networks. Our scheme is based

existing WiFi Protected Setup standard. on the WPS standard and it requires minimal extra
effort from the user.
1. INTRODUCTION The rest of this paper is organized as follows.

Section 2 presents related work. In Secti@hwe
discuss the shortcomings of existing solutions and
identify requirements for a better proposal. Sectio
describes our user needs study and user tests with
three alternative access control schemes. Seétion

Home networks are becoming a reality. In the
near future people will have multiple devices that
communicate with each other in a wireless home
network using a technology like Universal Plug and
Play (UPnP)[15]. Compared to enterprise networks

. : : presents a proposal for home network access control
home networks are a different kind of environment. : : . o
solution and in Sectio® the proposed solution is
In the home, users themselves are expected to
. analyzed and compared to related work. Section
administer the network and solve any problems theyConclucles the paper
might face without the help of a trained profesaion Paper.
Thus, any security solution targeted for home
networks must be very easy to use and intuitive.

Configuring link layer security for wireless home 2.1 WiFi Protected Setup
networks will be relatively easy in near futureartks The WiFi Alliance[19] has recently standardized
to the recently standardized WiFi Protected Setup; new user-friendly method, WiFi Protected Setup
(WPS) [20]. However, the security issues inside the (WPS), for setting up link layer security for wiesk

2. RELATED WORK



home networks. The WPS method is based on anetwork administrator does not have to definetall i
concept of an administrative device calRdgistrar permissions immediately. Later, when the visitor
which can be e.g. a PC or a mobile phoiben the  attempts to use a certain service, an authorization
user buys a new WLAN access point, she first usegequest is presented to the administrator. Moreover
the Registrar device to setup a new wireless nétwor the authors propose that device manufacturers could
From the user’'s point of view this typically means categorize the services provided by their devices;
that the user of the Registrar device is requied t visitors might be able to use some services freely
enter a PIN code shown by the access point to thevhile the usage of other services would require
Registrar device. The PIN code is used to authorization from the administrator.

authenticate the protocol run between the Registrar Seigneur et al. propose that access control in home
and the access point and from this moment on thenetworks could be based on trust and reputdfidh
Registrar device becomes the administrative devicenstead of defining ACLs for entities, the owneraof

of the wireless home network. The Registrar devicedevice could decide a trust level before
is also used to admit new devices to the wirelesscommunication with previously unknown users or
network; the new device displays a PIN code and thedevices; a trust engine determines whether this
user enters it to the Registrar device. connection should be permitted or not.

The WPS standard makes setting up a secure In [6] and[9], the authors argue that Role-Based
wireless home network easy, since no parametergiccess Control (RBAC) could be used as the access
have to be configured manually. However, the WPScontrol solution in home networks. The different
standard does not address the issue of acces®lcontrfamily members could be assigned roles, such as
within the home network. Once a new device is child, adult or guest, and different roles wouldrdna
added to the home network it may use all servicestheir own set of permissions. However, the authors
that are not subject to any upper layer accesgsalont do not explain howthe different devices in home
networks are mapped to these roles and ddfmes
and maintains these permissions.

A few upper layer access control methods for 5 g similar fashion[17], [22] and[23] argue that
home networks have been proposed. UPnP Security ey distribution center (KDC), such as Kerberos
[16] [5] is a proposal for an access control gerver (8], could be used as the access control
mechanism for UPnP devices. In UPnP Security angg|ytion in home networks. Using services in the
administrative UPnP  device called a Security home network requires a valid ticket from the KDC.
Console maytake ownershipof another UPNP  again the authors do not explain who maintains thi
device. From the user’s point of view this mear& th  sgrver in the home network and how.
the user has to manually compare two full length 14 the best of our knowledge, only Johnson and

hash values shown on both of the devices which is a5¢5ian0[7] have tested their approach with real end
very error prone and difficult operation. This mahu | ,gers.

check is needed to authenticate the take ownership
operation. 3. PROBLEMS AND REQUIREMENTS

owﬁf:resrhi;hgf aS (taacrl:grgs/ de(\:/(i)cr:es?tlemar;/aZdi:a;r?nacégzs Th'e main problem .Wlth most of the existing
control list (ACL) present at the target device.eTh solutions is that thg designers have only conc@rg
ACL editing mechanism enables very fine-gr;ained on the technical side of Fhe problem. When building
access control settings, but how this operatiomlsho an access coqtrol soluthn for home n_etworks, the
’ ) most demanding task is not technical but to
be presented to the user is not covered by the

specification. Requiring average users to edit ACLSunderstand what kind of a system would be
p . q 9 9 . acceptable, usable, and still provide the needesl le
manually is certainly out of question.

. of security and functionality[1]. Like security,
%sability is not something that can be added to an
already designed system at the last minute. Tderea
a truly usable and secure system the designers must

2.2 Access control for home networks

ideas on permissions management for visitorgjn
They propose a concept EHzy evaluation when a
new visitor device is added to the network, the



think about usability, security and their interplay the motivations and habits of 5-12 participants
from the very beginning of the system dedigjh thoroughly in a semi-structured interview and by
To users security is often a secondary a8l. observing actual use cases. All interviews were
Thus, the task of defining the access controlrggdti conducted at participants’ homes, sometimes
should be integrated to an operation that the useinterviewing more than one household member. An
wants or needs to perform, such as adding a newvinterview took maximum two hours.
device to the wireless network. Separate access The data analysis phase included a bottom-up
control tasks should be avoided and the most rlaturaprocess of categorizing user comments and
way to perform the operation should also be thetmosobservation notes onto an affinity wall. An example

secure (principle of Path of Least ResistafH). of an affinity note is presented below.
The terminology presented to the user should be easy 42 \when he has guests, the guests
to understand. In addition, the solution should &l sometimes check bus schedules from
flexible. One should be able to configure fine-geal the Web using his laptop.

access control, but if access control is not negithed o
user should not be forced to spend extra effort4.2 User needs study findings
performing access control related configurations The data from the interviews provided us various

tasks. insights. The most important finding was that most
people are not wiling to put any effort into
4. USER STUDIES configuring access rights within the family. Today,

To understand user needs better, we conducte@lso visitors could access the devices and comient
two qualitative user studies in Finland. First, we home, but a gentlemen’s agreement holds and
interviewed 8 households about their current habitsvisitors do not typically access content without
of handling digital content at home. Second, we permission. By a visitor, we mean a guest that is
compared 3 early concept proposals with 5 physically inside the home, although is not a membe
representatives of households. We used differentof this household. A visitor may have her own devic
participants in these two studies, because we \@antewith which she wants to access the home network,
to get in touch with various types of householdd an but visitor devices can enter the network only if a
hear opinions of many different participants insthe household member lets them in.
small-scale studies. Earlier studied11] have shown that people often
respond that they have nothing to hide and they do
not mind visitors accessing all their digital cante

The goal of the first study was to find out how pegple also think that nobody wants to hack into
people handle digital content and access rights atheir home network, because there is nothing
home today. This would help us to define more jmportant there. When digging into details, it @irn
precise requirements for the access control selutio oyt that people actually have many items theyiab

We estimated that families with teenage children want to share with others, such as email messages,
would be an interesting type of a household becausgd photos, financial information, and calendamise
teenagers may have some sensitive digital material \vhen visitors stay at home network for longer times
the home network while still being under their they might browse to this confidential informatioy

parents’ authority10]. We selected 5 such families, accident if not on purpose. The participants would
some with a wireless network at home, some without.have appreciated treating visitor devices in a more

One of these families did not have any PCs at homegareful way than family devices.

The three other selected households were all The participants seemed to be aware that wireless

different: a single young man, a community of three home networks have security problems. Non-

young men, and an older couple. technical people did not have the motivation oliski
The method used in the study was Contextualtp control the security of their network, but it sva

Inquiry [4], which is a popular method among clear that the home network should be closed from

human-computer  interaction  professionals  for intruders by default. All kinds of login procedures
qualitative user needs studies. The idea is to B@@am ere disliked.

4.1 User needs study



The participants found it natural to grant accessthe first time. The master user may grant permanent
rights for people rather than for devices. On ttheeo  or one-time access rights, or reject the requdss T
hand, many devices at home are used by severdb similar concept to the lazy evaluation[ij. Also
household members, and some devices have several this concept joining new devices to the netwigrk
user accounts. convenient, since access control settings are not

A notion of amaster deviceeame up and users configured at that time, but many prompts are
suggested that one device, e.g. a mobile phonepresented to the master user later on.
would be desirable for controlling other devices in  The Personal concept was based on role-based
the home network. access control. When a new device is joined to the
. network, the master user assigns a role for thig ne
4.3 Concept testing . . .

o device. The system provides some pre-defined roles,

Based on these findings, we developed threegch a5 child, Adult, All Family and Visitor. The
alternative concepts for handling access right& in  aster user can also define new roles. The
home network. We called these concepts Profile,yermissions of each device are dependent on tke rol
Prompt, and Personal. The idea was t0 teslyggigned to it by the master user. In this concept
alternative ways of access control management an‘]’oining a new device to the wireless network tases

get early feedback from the test users. bit more effort, but no prompts or profile switchiis
In all of these concepts, we assumed that one Oheeded later.

more master devicesxist in the home network. The We drafted user interface prototypes for these

master devices would be the Registrar devices Ofinree concepts for certain tasks that we saw rateva
WPS. In addition to creating the network and joiin - for access rights management. Our user interfase wa
new devices to the network, the user of the maSterdesigned for S60 style mobile phorj#4]. Our
device could manage the access control settings ofationale was that if the concept is so simple that
the network using this device. _user interface can be implemented for a mobile
In the Profile concept the user of the master devic phone, it could be easily implemented for various
does not define access control settings when a neWeayices such as on PCs and PDAs.
device is joined to the wireless network. Instead, \we ran a paper prototype test with 5 individual
different profiles exist for different types of sers from different types of households. After som
situations in the home. In a Normal profile only warm-up tasks like checking the status of the
family members would be present at home and allhework, the participants conducted the following
connection attempts would be allowed without any 5.cegs rights related tasks with each concept:

access control checks. When visitors come by, the 1. Adding a new device: “You have bought a new

netqurk mastgr cpuld s_witch the wholeT network into media storage for your (imaginary) teenager,
a Visitor profile in which all connection attempts which you want to be part of the home
(except the ones made by the master device) would network.”

have to be authorized by the network master. This o Change access rights: “You have agreed that
concept provides rather coarse-grained access your teenager will get her privacy and you

control, but joining new devices to the wireless make the media storage accessible by her
network requires no extra effort. only.”

In the Prompt concept, the network access rights 3 Grant access rights to a visitor: “You have
were built up gradually by prompting the masterruse invited some friends to home party. A friend
when a new device tries to access another device fo has good music on his mobile device and you

ask him to play that through vyour
loudspeakers.”

Participants were asked to think aloud while
executing the tasks with the drafted phone
screenshots, and evaluate not only the user icterfa
but also the relevance of each task in their haaldeh

Figure 1. Screenshots from concept testing. Profilecept on the
left, Prompt in the middle, and Personal conceptherright.



4.4 Concept testing findings the Registrar device of WPS asraster devicehat

We found that different types of households hadManages the access control settings in the home
very different needs. For households with only tul network. o
there was no clear need of defining access cofurol We first present our solution in terms of user
each device separately. For households with childre €xperience, and only after that we discuss the
the possibility to define access control settingsw t€chnical solution. The user experience is presente
seen useful. None of the proposed concepts wa$/Sing & mobile phone style user interface draft,zbu
superior to others, but each had their pros and.con similar user interface could be easily implemented
The common findings were that visitor devices needfor PCs as well.
to be treated in a special way, and family members's 1 yser Experience
devices should have access rights to all devicésein
home network by default.

While the Profile concept was seen easy to
understand and use, it did not fulfill the needslbf
participants. Some test users felt that more dztail
control over which devices are accessible by a
certain device was needed in their home. The Promp
concept was also easy to understand, but partigpan
were afraid of master devices getting too many
prompts. Although the Personal concept was the
most complicated one, participants could still
imagine using it. This was the concept that would
best fulfill even the complex needs of households

Network creation. The basic creation of a new
wireless home network is defined by the WPS
standard. The user buys a new wireless access point
and turns it on. The user of the master device is
asked to type in a PIN code shown on the access
Point into the master device.

with children.
One major observation was that configuring _ _ _
access rights using roles, such as Child or Adsilt, Figure 2. The user is asked to enter the namesnafyf

. . oo members after a new network has been created.
not an optimal solution. In many cases it is netcl

which role the person at hand belongs to; e.g. a We propose that right after this network creation
teenage daughter is really not a child or an adult.the user of the master device types in the names of
Quite often the test person had to either createva  the family members, such as Mary, John and Alice
role, which was seen burdensome, or to use one ofsee Figure 2). After that, the user selects theqme
the existing roles even though none of them matchedhat is the owner of this master device and should
perfectly. Participants felt that assigning accessbecome themaster userof the network. The user
rights using real family memberameswould be  could e.g. select that John is owner of this master
more convenient. Another observation was, that onedevice and later John may use all his devices for
should be able to define access rights to bothdefining access control settings in the home nekwor
directions: from and to the device. (see Figure 3).

The results showed that none of the early concepts
was perfect as is, but based on these two smdé-sca
user studies, we now had a sufficient understanding
of what kind of a system would be acceptable and
usable.

5. PROPOSAL FOR ACCESS CONTROL IN

HOME NETWORKS

In this section we present our proposal for an Figure 3. The user is asked to select the persatrstiould
access control solution in home networks. The become the master user of the home network
solution is based on the WPS standard and we use



Joining a new device to the network.The Unauthorized attempt to use a device.The
process of joining a new device to the wireless @om initial access control settings defined when thes ne
network is also defined by the WPS standard. Thedevice was added to the network might need further
master device (i.e. John’s Registrar) finds the newadjustment. This is achieved with prompts to the
device and shortly after the user is asked to esmter master device when an unauthorized access attempt
PIN code shown on the new device into the mastertakes place. The master user may either grantror de
device. this connection for one-time or permanently (see

We propose the following additions to this Figure 5).
process. Using the same user interface the master
user is also asked to define who the owner of this
new device is. Possible alternatives are any of the
family member names, Shared device or Visitor. The
user is also asked to define who should be ahlséo
this device. Here the possible alternatives are the
family member names, All Family and Visitor (see
Figure 4).

If John selects that the new device is a shared
d?VICe and if _he gra”ts access 1o th|§ device _for Figure 5. The master user is presented a prompt whe
himself and Alice, in future all connections toshi unauthorized connection attempt takes place.
device from John and Alice are accepted and other

connection attempts are not allowed. Most of the access rights are adjusted by the

master user at the time a new device is joinedhéo t
network and using the prompt mechanism these
access rights are fine-tuned later. The system also
provides a menu for advanced users in which all
access control settings can be adjusted manuaity, b
this menu should be needed rarely.

5.2 Technical solution

In this section we describe how the user
experience described in the previous section cbeld
implemented technically.

Network creation. When a new wireless home
) ) ) network is created the user of the Registrar deigice

The default option for device owner is Shared reqyired to enter a PIN code shown by the access
device and' default access to new devices is grantegoint to the Registrar device. This PIN code isduse
for All Family, because based on our user studmes a , gy thenticate the WPS protocol and as a result of
tests this is the most common scenario. If the ISSer s nrotocol a shared secret is established betwee
not interested in speC|fy|ng'access control s§$t|ng the two devices. The WPS protocol provides a so
for her network, she may just select OK without o564 Application Extension Mechanism which
modifying the device owner and access rights y6ws derivation of application specific keys from
settings. In this case, an open network in whidh al o \Wps protocol shared secret. Using this
devices except visitors can use all devices iséokm o -hanism a shared kepaster keyijs derived for

If the master user selects that the new device iSpese two devices (step 1 in Figure 6). This master
owned by a visitor the access control settingsi® t key is used to authenticate and protect all sutesgqu

device may not by adjusted. This option was Chosen.ommuynication between the Registrar (master
because based on our user tests visitors do ndt Wa’ljevice) and the access point.

that master users in foreign networks decide Who afiar the user has entered the PIN code she is
may use their devices. asked to type in the names of the family members

Figure 4. When joining a new device to the wirelessvork
the master user may define the owner of the neicdend the
persons who should be allowed to use this device.



and select the master user. The Registrar sends thethe master device generates a new master key and
to the access point protected using the master kegends it to both the access point and the new elevic
and the access point stores this information itdo i The new master device may then communicate with

access control database (step 2 in Figure 6). the access point using this master key.
Joining the subsequent devices to the network.
|:| When the next device is added to the network, the

user of the master device provides the same
information about the new devices and a similar
entry is created to the database on the access$ poin
(steps 1-2 in Figure 8).
The master device checks from the access point
I:I database if any of the existing devices in the netw
are allowed to use the services provided by thig ne
device and if the new device is allowed to use the
Joining the first device to the network.When a  services provided by any of the existing devices. F
new device is joined to the network, the master use each allowed service specific one-way connection,
enters a PIN code shown on the new device to tthe master device generates a sepegatgice key
master device and this PIN code is used toand sends these keys to the devices protected using
authenticate the WPS protocol run. In the protocolthe device keys that the master device sharesallith

the new device also advertises the services Itthe devices in the network (steps 2-31in Figure 8)
provides using the Application Extension

Mechanism. As a result of this protocol run a stare
secret is established and a new shared #eyice
key, is derived for the master device and the new # s
device (step 1 in Figure 7).

The user of the master device selects the owner of
the new device and the persons that should be I:I
allowed to use the services of this device from the
user interface. After that, the master device sends
data structure containing the name of the new devic
its owner, list of services provided by the new
device, persons that are allowed to use this new
device and the device key to the access point which

creates an entry to its access control database 2st _ ) _ o
in Figure 7). Using a device All the devices maintain a local

database for the service keys received from the
I:I master device. When one device attempts to edtablis
a connection to another device the target device

! I:I allows the connection attempt only if the source
device provides a proof-of-possession of a valid

/ service key (step 1 in Figure 9). If the connecti®n
unauthorized the target device sends a messabe to t
I:I master device which presents a prompt to the master
user. The possibly updated access rights are sent t

Figure 7. The first device is added to the wirelessie the access point (steps 2-4 in Figure 9).
network.

Figure 6. The Registrar creates a new wireless hueteork.

[ ]

N
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Figure 8. The second device is joined to the waslegome
network.

If the new device is owned by the master user, also
this device should be able to define access control
settings in future for other devices. In a case tis,



all, the main goal of the user is to add a new aevi
to the wireless home network. For this reason we
assume that the initial access control settingsl nee
further adjustment which is handled with the prasnpt

|:| I:I in access control management at this moment — after
#
# L #
I:I to the master device. The prompting mechanism
— I:I requires that all devices must be visible for briogs

"o # & This way, client devices can attempt connectiorts an
trigger the prompts. Allowing the browsing is not a
problem in the home network that is already link-
layer protected from outsiders.

#

Figure 9. The connections from one device to anaihe 6.2 Flexibility
only accepted with a valid service key. Unauthatizennections . . . .
cause a prompt to the master device. The proposed solution provides fine-grained

device specific access control for households that
need to be able to control which family members
6. ANAITYSIS . should be able to use certain devices ?/n the home
In this section we analyze our access controlpetwork. On the other hand, if the user does netine
proposal and compare it to related work. access control, our solution does not force the tase
6.1 Usability perform any unnecessary steps or tasks. When a new
device is added to the network the user of the enast
pevice may just accept the default values and an op
network in which visitors are not allowed to access
any devices is formed without any extra burden.

The proposed solution is integrated to WiFi
Protected Setup, the recently standardized protoco
for user-friendly wireless network setup and
management. We envision that in few years WPS
will become widely adopted and people will create 6.3 Shared devices

their ‘home networks using WPS. Because our some devices at home are naturally shared with
solution is integrated to the WPS, the user do&s nogj| family members. In this access control scheme a
have to perform any extra security tasks, such ashared device may only access devices that have
entering an access control related PIN code Orheen defined as accessible by all family membérs. |
comparing two hash values. The needed keys arg shared device attempts an unauthorized connection
bootstrapped from the WPS protocol run and theg prompt is sent to the master device asking whethe
establishment of these keys requires no effort fromg family members should be able to use this devic
the user. ~_in future. Normally prompts are used to adjust the
Using the proposed access control solution isgccess rights for one person (the user of the sourc
simple. The user does not have to answergevice).
complicated questions or understand technical ggome shared devices, such as PCs, may require
terminology. At the network creation phase the userynat each user logs into the device. This login
is only asked to type in the names of the family jnformation could be utilized in the home network
members. This takes some time and effort, but thezccess control solution. Let's assume that the home
question is simple and making an error is notyikel  network has a shared media server. When the media
When a new device is added to the network, theserver was added to the network the master user
user is asked to select the owner of this devioe fa defined that only, say, Alice can use it. When Mary
list and select the persons who should be able&seo u js |ogged into the shared home PC she should not be
this device. Answering the first question is ealye  zpje to use the media server. The connection ateemp
second question is a bit trickier. The user is d4ke  from the shared PC to the media server should be
select which family members should be allowed to gjjowed only when Alice is logged in.
use this device. The user might not have this The |ogin information could be also used to deal
information available or she might not be interdste \yith unauthorized connection attempts. When Alice



tries to connect the media server using a sharedvell and further user trials are needed to find out
device which normally does not require logging in, what would be the optimal user interaction model to
the shared device could ask the user to present hgresent service specific access control to useds an
credentials, e.g. a password, and after that theéhow useful the end users would find this feature.
connection attempt would be permitted. The proposed solution is heavily based on the
This kind of functionality would require that the concept of a master device. Since only master
family member names would be used as user hamedevices are able to update the access contrahgetti
in the shared devices and these different sets osome problems might occur e.g. when a master
names would be kept synchronized. In practice, thisdevice is lost or not present at home for somerothe
might be difficult to implement and more work is reason. On the other hand, the possibility to have
needed to investigate this issue further. more than one master device makes this kind of
situation less likely to happen; also the WPS sdashd

6.4 Access to visitors X . )
_ . .provides support for at least 3 Registrar devices
In this access control scheme the master device '%xisting in the network.

not allowed to control the access rights to visitor
devices. By default all connection attempts toteisi  yo or more family members but not between the
devices are denied. When an unauthorizedynhole family. In a case like this the user has no
connection attempt to a visitor device takes place,cpgjce put to select either one family member's @am

instead of sending a prompt request to the masteqg the owner of this device or mark the device as a
device the visitor may display a prompt dialog® i -~ shared device. This limitation could be solved by

own user interface. This way, visitors retain full allowing the master user to select more than one
control of their devices. owner for a new device.

In some cases a device might be shared between

6.5 Possible implementation 6.7 Comparison to related work

‘The proposed solution could be implemented e.9. yppp Security16] [5] is probably the work most
using UPnP technology. The master device shouldig|ated to our proposal. The Security Consoles in

host akey update servicand the normal devices ppp Security take ownership of UPnP devices and
would need to register themselves to this service i gt their access control lists and in that semse t
order to receive events when new service keys dhOUISecurity Consoles are somewhat similar to our

be received. In practice this would mean that allsma ,5ster device.

UPnP control point implementation should be |y ypnp Security the take ownership operation
embedded to all devices. Likewise, the access poinfequires that the user compares to full length hash
should host aaccess control database serviggich  \5jyes. Our proposal bootstraps the needed kegs fro
would be used by the master devices to insert newypg and thus similar cumbersome checks are not
entries and query whether new service keys shoultheeged. However, one should note that also UPnP
be issued. In addition, all devices would need toSecurity could be bootstrapped from WPS.

support an approach to check for the proof-of-  angther major difference is that UPnP Security
possession of a symmetric service key beforeqoes not describe the user interaction i.e. how the
accepting an incoming connection attempt. This oc| editing takes place in practice. Our solutish
could be implemented e.g. with keyed hagies been designed thinking about both the usability and
6.6 Limitations the technical solution at the same time and also th

The proposed user interaction model providesYSE' interaction model is described.

only device specifiaccess control. Using this model = 1" agldlt!on, U';_TP Securllty. IS onlyldagpllcab(lje to
one cannot control access to different individual YP"P devices while our solution could be used as a

services within one device. This approach was 9eneric access control solution for home netwdrks.

chosen to keep the user interaction model as simpl@Ur solution the access control settings can atso b

as possible. One should note that the technicafiorllj,uit?d on-the-fg L_’S'SI% '::r:e prompt mechanism
solution enablesservice specificaccess control as WNICh is not possible in UPnP Security.



Our solution is similar to the proposal of Johnson [5] C. Ellison. “Home network security”Intel Technology
and Stajand7] in the sense that also we use laz Journal Vol.6, No. 4, Nov. 2002. o
| t'J c'::'h] in diff is that i y [6] Z. Jiang, S. Kim, K. Lee. H. Bae, S. Kim. “Secursgrvice
evalua IOI’.l. e mam lfference 1S a_ our So® framework for Home Network”Proceedings of the fourth
more flexible; while Johnson and Stajano focus only annual ACIS International conference on Computed an
on permission management of guests and propose Information Science2005. - '
fixed grouping of services defined by the device [71 M. Johnson, F. ~Stajano. "Usability of Security

. Management: Defining the Permissions of Guests", in
manufacturers we allow the user to define the acces Proceedings of 14th Security Protocols Workshop

control rules herself for all devices within then® Cambridge, UK. 2006.

network. [8] B. Neuman, T. Ts'o. “Kerberos: an authenticatiorvise
for computer networks,JEEE Communications32(9):33-

7. CONCLUSION 38. Sep. 1994.

) [9] D.-W. Kim, G. Kim, J.-H. Lee, J.-W. Han. “Role-basse

In this paper we have presented our user needs access control model in Home Network Environments’,
study and user tests with three alternative access Transactions on engineering, computing and techyglo
control concepts. Based on our findings, an accesslo] W'Ul{/l“e 8ﬁoét~ |§|OO5;I Gils. technol 4 ot

. . . March, C. Fleuriot. “Girls, technology and priya is
control mechanlsm would b_e_ usgful er certain my mother listening?”. InProceedings of the SIGCHI
house'holds, espeually for fam""‘?‘s with Ch”dren-_ Conference on Human Factors in Computing Systems.

Using these studies as a basis we have designed a Montréal, April, 2006.
simple yet flexible access control solution for keom [11] P. Nikander, K. Karvonen. *Users and Trust in
networks. The needed keys are bootstrapped from the =~ CyPerspace”. In Proceedings of Security Protocélh,

. . .. International Workshop, Cambridge, UK, April, 2000.
W|F|'AII|ance Protected Setup minimizing the effprt [12] Krawczyk, H., Bellare, M., and R. Canetti. "HMAC:
required from the user. The solution provides fine- Keyed-Hashing for Message Authentication". RFC 2104
grained access control, but does not impose  February 1997.
unnecessary burden for the user if access controll3! J. Seigneur, C. Jensen, S. Farrell, E. Gray, Y.nChe
inside the home network is not needed Towards  Security  Auto-configuration for  Smart
Insi ) . Appliances”. In Proceedings of the Smart Objects

The next steps for this work are obvious. We need Conference2003.
to create a prototype implementation to verify the [14] S60 Home. http://www.s60.com/
technical part of the solution. We also need to [15] UPr!lpblFomm- “‘UPnP Der‘]/iC?//AfChiteCthe"- /JU”- 200(/’-
perform user trials using this implementation to Q;’?:J;eits asp at tp:/waw.upnp.org/resources
figure out how well the users understand this[16] UpnP Forum. “UPnP Security Ceremonies”. Oct. 2003.
concept, and then fine-tune both the user intevacti Available  at  http://www.upnp.org/standardizeddcps/

model and the user interface implementation based  security.asp
on the feedback from users [17] C. Verkoelen, H. Schotanus. "Access control andrawed
) availability fort he extended home environment’eétvand

Impulse programme, 2004. Available at https://ddintnl/
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