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Abstract retransmissions), the coexistence of a large number

of non-cooperating BTH devices within range of each
This paper investigates a real-world problem other (e.g. in an office environment or a mall), affects
termed “Bluetooth (BTH) pollution”, which is ex- basic BTH operations such as inquiry, paging and con-
pected to become commonplace as the mass deployrection setup. The affected operations are used exten-
ment of BTH devices continues. BTH pollution is sively in BTH ad-hoc networking protocols, therefore
caused by the presence of a large number of non-the effect of BTH pollution can be significant in cases
cooperating BTH devices within the same radio cov- ranging from simple point-to-point connection setup
erage area, which beyond introducing radio interfer- (simple piconets) to more complex multi-hop network
ence, also affect each other’'s basic BTH operationsformation (scatternets).

such as discovery, paging and connection setup. The The BTH standard [5] provides the mechanisms

overall result can be a significant slow-down in BTH nocessary for discovery and connectivity establish-
networking operations, e.g. ad-hoc network formation men in ad-hoc environments. Devices discover their
and healing. We believe the effect of BTH pollution is haighhors by using a resource intensive low-level BTH
largely ignored in the BTH ad-hoc networking litera-  qperation called inquiry, during which the devices try
ture. In this paper we provide an insight on the causesq giscover other devices by sending ID packets. On
of this problem, as well as simulation and experimen- ihe gther hand, devices that want to be discovered
tal_results that illustrate it. Finally, we Propose a so-  nerform a much more light-weight process called in-

lution to accelerate BTH aq-hoc netvyorkmg pased ON quiry scanning, during which they look for ID packets
Fhe use of the Class of Device (CoD) information spec- 5 respond back with Frequency Hopping Synchro-
ified in the BTH standard. nization (FHS) packets. The FHS payload contains

the sender’s 48-bit BTH device address (BIDDR)

_ and the 24-bit Class-of-Device (CoD) information,

1 Introduction among other fields. After the discovery phase, two
devices choosing to connect follow a shorter process

Because of the large number of BTH-enabled called paging and the simplest BTH network, a pi-
phones and other devices currently being rolled out,conet, is created; by connecting two or more piconets
BTH is becoming a de-facto leading technology for a multi-hop network can be created called scatter-
ad-hoc Wireless Personal Area Networking (WPAN). net. Using these low-level BTH operations makes

The proliferation of BTH devices is expected to also it possible to discover further information from re-
give rise to a new problem, a phenomenon we refermote devices by establishing increasingly higher-level
to as “BTH pollution”. Beyond issues caused by ra- connections: BTH friendly names can be retrieved
dio interference (e.g. link-level packet collisions and by establishing Asynchronous ConnectionLess (ACL)



connections, BTH Service Discovery Protocol (SDP) quiring and scanning devices at a given time. This
records can be retrieved by establishing L2ZCAP con-uncertainty may often lead to an inaccurate selection
nections and IP-level discovery protocol records (e.g.of the random back-off parameter. Also, this solution
UPnP Simple Service Discovery Protocol (SSDP) [1]) probably requires adding new BTH Host Controller In-
by establishing BTH Network Encapsulation Protocol terface (HCI) command to set the random back-off pa-
(BNEP) connections. rameter and the current version of BTH specification
In this paper we investigate the problem of BTH does not provides any command to set this parameter.
pollution, which has attracted only limited research in-  In contrast to the approach requiring a second chan-
terest to date. Existing work has viewed this problem nel or changing random back-off value, [6] proposed
mainly from the perspective of accelerating device andtwo schemes using the CoD information contained in
service discovery. However, the research literature oninquiry responses. The first scheme uses a coordinator
BTH ad-hoc networking (e.g. scatternet formation and node with a unique CoD, which holds the service de-
healing protocols) largely ignores the problem, by as- scriptions of all the BTH devices in proximity. Other
suming that only nodes willing to collaborate exist in devices then use the unique CoD to locate the coordi-
a given coverage area. In this paper we provide sim-nator and connect to it to retrieve all the service de-
ulation and experimental results to illustrate the effect scriptions. The second scheme does not require any
of BTH pollution on (a) basic BTH operations neces- centralized coordinator. Each device hashes its ser-
sary for connection setup and (b) multi-hop scatternetvice information into 22 bits of the CoD field. De-
formation and healing protocols. Finally, we propose a vices searching for a specific service description then
solution to accelerate scatternet formation and healingtry to match this CoD information. Our approach is
based on the use of the Class of Device (CoD) infor- similar to the second scheme in [6] and we propose an
mation included in the inquiry responses. extended scheme based on CoD to deal with the effect
The rest of this paper is organized as follows: Sec-of BTH pollution in BTH ad-hoc networks.
tion 2 reviews related work and existing proposals to  On the other hand, research on BTH scatternet for-
accelerate BTH device and service discovery; Sectionmation protocols usually assumes that only devices
3 investigates the various aspects of the BTH pollutionwilling to participate in the scatternet are present in
problem and gives simulation and experimental resultsan area. This will not be true in crowded environ-
that illustrate it; Section 4 presents our proposal to ments such as office areas and shopping malls. For
accelerate connectivity in BTH ad-hoc networks and example, in protocols such as [10], [12], [4] devices
Section 5 presents performance results that show thegather information about their neighbors by randomly
improvement; finally, in Section 6 we present our con- switching between INQ and ING@CAN states. Other

clusions. protocols (e.g. [13]) assume that devices have prior
knowledge of their neighbors and need to periodically
2 Related Work update this information. However, in realistic condi-

tions, the above procedures will be substantially de-
Most of the work to date investigates ways of ac- layed by the presence of non-cooperating devices and

celerating BTH device and service discovery. Some that effect needs to be investigated.

proposed approaches require the existence of a sepa-

rate out-of-band channel, provided by a second short-3 The Problem of BTH-pollution

range wireless technology, e.g. Infrared or RFID [9],

[2]. On the other hand, Zaruba [14] proposed a solu-3.1 Problem Description

tion to accelerate BTH inquiry for Personal Area Net-

work by probabilistically predicting the number of in- We use the term BTH pollution to describe the prob-
guiring and scanning devices. This solution uses thesdem which arises when a large number of BTH devices
numbers to calculate and set the random back-off valuecoexist within radio range and their basic BTH oper-
for a inquiry response device. However, in a dynamic ations interfere with each other, thus causing a slow-
environment it is difficult to predict the number of in- down in BTH networking. BTH pollution does not re-



3.2 Impact on Connection Setup: Inquiry and
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g m—— 8 T — damental way that reduces its effectiveness. A large

number of unknown non-cooperating devices makes it
more probable that an inquiring device will not find
a desired device which performs inquiry scanning.
This problem is illustrated in Table 1, where we used
the Blueware ns-simulator [11] with the modifications
fer to problems caused by radio interference, e.g. link- proposed in [3], [7] to calculate the probability of find-
level packet collisions and retransmissions. It refers toing a specific device in isolation and in the presence of
the negative interaction of basic BTH operations such 10 or 30 unknown devices. The unknown devices were
as inquiry, paging and connection setup in the pres-assigned randomly to any of the five interfering states
ence of a large number of unknown, non-cooperatingidentified in Section 3.1. The reduction in probabil-
devices. These unknown devices do not collaborateity is due to the adverse effect of BTH pollution on
within the context of a specific area-wide networking the inquiry scanning process. Once an inquiry scan-
protocol; instead they perform their own operations in- ning device successfully receives an ID packet from
dependently. An example illustrating the problem is an inquiring device, it waits for a random back-off pe-
shown in Figure 1. From the point of view of devices riod (RAND) between 0 to 640 ms to avoid collisions
willing to participate in Scatternet A, other unknown with other scanning devices replying at the same time.
non-cooperating devices can be in any of the follow- After the RAND period the inquiry scanning device
ing BTH states: enters the inquiry response state and upon receiving
an ID packet again, it responds with sending an FHS

e INQUIRY: The unknown device is performing packet and then re-enters the inquiry scanning state.
BTH inquiry trying to discover its neighbors. Since the ID packet consists of only the Inquiry Access

o _ Code (IAC), it is not possible to distinguish between

 PAGING: The unknown device is performing |p packets sent by different inquiring devices. This

BTH paging trying to connect to some device. 5 ead to the following problem in the presence of

many non-cooperating inquiring devices. Due to BTH

design, it is highly probable that after successfully re-
ceiving the first ID packet and waiting for RAND pe-

« INQ SCAN and PAGE SCAN: The unknown de- riod,_the scanning device enters inquiry response e_md
vice is initialized to be both discoverable and con- '¢¢€Ves @ §econd ID packet from an _unknown newin-
nectable. quiring device and not from the original one. Upon

receiving the second ID packet the scanning device

e COMBINATION: The unknown device is ran- Sends the FHS response to the new device, thus leav-
domly switching among the above states. ing the original device waiting for a longer time until

it receives the FHS packet. This problem intensifies as
In the rest of this section we describe the effect of non-the number of inquiring devices increases.
cooperating devices on the BTH operations of the de- Another connection setup operation affected neg-
vices of interest. atively by BTH pollution isPaging of devices that

Figure 1. An example illustrating the problem
of BTH pollution

e INQ SCAN: The unknown device is initialized to
be only discoverable but not connectable.
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Table 1. Impact of BTH pollution on effective-
ness of inquiry.

Figure 2. The probability distribution of the

have responded to an inquiry, to retrieve their BTH delay to retrieve BTH friendly names.

friendly names or BTH Service Discovery Protocol

(SDP) records. BTH friendly names and SDP are used

extensively by applications to retrieve more informa- abled and page scanning was disabled. Usually this
tion about discovered remote devices and their BTH feature is used to save battery power and bandwidth
services. In the presence of BTH pollution an inquir- consumed by periodic page scanning. According to
ing device will get a large list of inquiry responses. the BTH specification such devices can still be paged
In order to retrieve their BTH friendly names or SDP because they are required to enter the page scan mode
records, the inquiring device has to page all the devicedfor a brief period immediately after responding to an
in the list. This whole process of paging every de- inquiry. However, paging all the newly discovered de-
vice can consume a lot of time and energy. The prob-Vices simultaneously upon inquiry completion is not
lem is exacerbated because some devices are discoRossible using a single radio. Therefore, by the time
erable but not connectable and attempting to connecthe inquiring device tries to page these devices, many
to them often leads to page timeouts. We observedhave already left the page scan state and a page timeout
this problem in a busy office environment and to in- OCCUIS.

vestigate further we conducted the following experi-

ment: a BTH 1.1 compliant device running the Bluez 3.3 Impact on BTH Ad-Hoc Networking

BTH stack [8] inquired for 10.24 seconds and then

tried to retrieve the BTH friendly names of all the dis-  The basic BTH operations of inquiry and paging to
covered devices. The experiment was conducted 10@liscover remote devices and retrieve more information
times and each inquiry discovered approximately 13 toabout them are used extensively in BTH ad-hoc net-
15 unknown devices. Figure 2 depicts the probability working protocols. The presence of a large number
distribution of the delay to retrieve the BTH friendly of non-cooperating devices affects adversely these op-
names. Similar results are expected when retrievingerations and consequently the networking protocols.
SDP records. We found that although approximately However, perhaps the biggest problem is created by
55% of devices responded in less than 1.5 s, many ofthe potentially large number of unrelated inquiry re-
them took longer and about 15% of devices didn't re- sponses, which delays networking among the devices
spond to the BTH friendly name query at all, leading actually willing to communicate. BTH pollution not

to a page timeout of about 20 s (last bin in Figure 2). only causes delays in network formation, but some-
These devices were initialized to be discoverable buttimes it may prevent these protocols from converg-
not connectable by using the H@Vrite_ScanEnable ing properly, especially when these protocols involve

command in such a way that inquiry scanning was en-timeouts. Furthermore, if there are devices implement-
ing more than one BTH ad-hoc network formation pro-

1n the case of retrieving SDP records there is an extra over- t0COIS in an area, more problems are Cal{sed as de\_/ices
head of setting the necessary L2CAP connections. attempt to attach to the wrong devices implementing




different protocols. In general some high-level authen-4.2 A Solution Based on the BTH Class of Device
tication mechanism may prevent the wrong devices to (CoD)

connect, but still extensive delays may be observed.

Most scatternet protocols in the literature do not con-  The BTH CoD is a 24-bit field in the FHS pack-

sider this potential problem and do not specify an au-ets sent by devices when responding to Inquiries. The
thentication mechanism. Finally, there are cases that 8TH standard has specified some limited categories
new device may want to connect to a specific piconet, and subcategories of devices (e.g. laptop, phone, desk-
which is part of a large BTH ad-hoc network. In order top, access point, audio etc.) to be encoded in this
to find a device in the specific piconet to attach, this field, to provide quick and rudimentary information
new device may have to spend considerable amount oppout the discovered remote devices and accelerate
time in inquiring and paging unrelated devices. connectivity. Since this information becomes avail-
able at the Inquiry phase, the process is relative fast
(up to 10 seconds). The use of this field as currently
specified provides limited assistance in deciding if the
devices discovered are in the desired category.
We propose to address the BTH pollution problem
4.1 Use of Dedicated Inquiry Access Codes by_expanding the use of the _24 bits BTH goD_fieId.
(DIAC) This proposal does pot require any mo_dlflcatlon to
the BTH standard, since the BTH CoD is a param-
eter that can be set by any application by using the
The BTH standard [5] has introduced the Dedicated HCI_Write_Classof_Device command. A similar ap-
Inquiry Access Codes (DIAC) to reduce the number proach was proposed in [6] to accelerate service dis-
of unrelated inquiry responses and therefore accelercovery with BTH; we extend that approach and ap-
ate connectivity in BTH networks. However, in prac- ply it to accelerate connectivity in BTH ad-hoc net-
tice this mechanism has not been implemented adeworks. According to our scheme, devices in the de-
quately to address the problems that BTH pollution sired category hash (encode using a hashing function
poses in BTH ad-hoc networking. According to the such as MD5) any information they select to a number
BTH specification every inquiring device sends out ID of agreed upon bits of the BTH CoD 24-bit field. We
packets containing an Inquiry Access Code (IAC). In allow hashing of more than one level of information
the vast majority of cases the General Inquiry Accessby grouping the available 24 bits into different groups,
Code (GIAC) is used. Besides the GIAC, 64 avail- each group hashing a different level of information. Of
able DIACs have been reserved to limit the possible in-course, since the overall available number of bits is
quiry responses that a device needs to consider. How24, more groups means lower number of bits in each
ever, only one of the 64 (the Limited IAC-LIAC) has group and, therefore, only a limited number of groups
been currently specified and is required by the foun-(€.g. two or three) can be used in practice. A client ap-
dation Generic Access Profile. Even then, accordingplication searching for devices in the desired category
to the BTH standard the LIAC should be used by de- can then calculate the same hash and perform a regu-
vices for only a limited period of time of up to one lar inquiry. The application then looks for devices in
minute. Hardware implementations of most BTH de- the inquiry responses whose selected bits in the BTH
vices available now and in the visible future implement CoD field match the hash value and attempts to con-
only these two IACs (GIAC and LIAC). If all the above nect to only those matching devices to retrieve further
issues were addressed, this mechanism would help denformation (e.g. BTH friendly names) that is used in
vices to weed out most unrelated inquiry responses byad-hoc network formation protocols.
selecting among the 64 available DIAC by using the  The use of the BTH CoD scheme is not supposed to
HCI_Write_CurrentlAC_LAP command. Of course, guarantee that the devices that match the hash are in-
the number of available codes is only 64, which would deed in the desired category. In fact, there may be con-
still lead to “DIAC collisions” in BTH polluted areas. flicts with other devices encoding the same hash value

4 Accelerating Connectivity in BTH Ad-Hoc
Networks



and the probability of such conflicts will grow higher L
the smaller the number of bits (among the available 24- < e re—»
bits) used to hash the information into. The scheme is — —
intended to weed out devices that are not in the desirec

category with high probability, thus presenting the in-  Figure 3. Using the CoD field to accelerate
quiring devices with a much shorter list of candidates  network formation.

to probe further. An authentication scheme using stan-

dard BTH security mechanisms should then be used tcdesired scatternet and piconet. Devices not belonging
further prevent connecting to the wrong devices. in the desired scatternet and piconet will most prob-
The main disadvantage of the proposed CoD ably be using BTH device classes that do not match
scheme is that during the time that devices choose tcthe hashed information. But even if any of them do
use it, they will be interpreted as “unknown class” by yse the same bit patterns, this may only lead to unsuc-
devices that use the BTH SIG conventions to set andcessful attempts to connect and will increase the time
search the BTH CoD field. In practical terms, based onto connect to the right BTH network. In general, even
the most common usage of this field, this is not antici- with a large number of devices in the area it is expected
pated to be a significant problem. An inquiring device that the number of “false alarms” will be low and the
which is not implementing our scheme would inter- connection process will be significantly accelerated.
pret the inquiry responses of devices implementing it  aAg an example, we have implemented the CoD
as “unknown class” and would have to proceed further scheme as an optimization option of a BTH scatternet
to retrieve their BTH remote names or SDP records, formation and healing protocol that we have proposed
which is a step that would most probably happen any-in (3], [7]. However, the CoD scheme is independent
way. The proposed CoD scheme changes 2 bit Formagom specific protocols and could be applied to
Type to 11 instead of 00 assigned by BTH SIG conven- yost scatternet formation protocols in the literature.
tion as shown in Figure 3. Therefore our proposal doespccording to [3], [7], a scatternet is formed by
not require any changes in existing BTH specification. joining user piconets. Each user’s piconet has a name
and a password and each scatternet has a scatternet
4.3 Application to BTH Ad-Hoc Networking name and password. Devices already connected in
the scatternet set their BTH Device class as shown
Scatternets and piconets usually have some kind, Figure 3, where PICOID=md5sum(piconet
of application-level ID records, which may contain name, piconet  passward (14bits) and
names, passwords and any other information used i”SCATTERID:<md55um(scatternet name, scat-
identifying them. In our proposal, devices participat- tarnet password (8bits). If a piconet wants to join
ing in a scatternet set n bits of their BTH CoD by hash- the scatternet, its master performs inquiry and looks
ing their scatternet ID record and the remaining 22-n for the responses whose last 8 bits match the desired
bits by hashing their piconet ID recofdA device that SCATTER ID. It then proceeds to connect to any of
seeks to join a piconet and a scatternet sets its 0WnRpe matching devices and uses the scatternet password
BTH CoD as described above by hashing the scatterneng standard BTH security mechanisms to authenti-
and piconet ID records and then performs an Inquiry. cate jtself. If this fails it repeats this process with the
It then searches the BTH CoD in the Inquiry response next match until it succeeds. On the other hand, if a
list to find matches in the two groups of bits it is look- ,ger brings a new device to join his/her piconet which
ing for. These devices that match are most likely in may or may not be a part of the scatternet, the new
the desired category and the process continues by atyevice performs inquiry and looks for the responses
tempting to connect, authenticate with passwords, re{ynose first 14 bits match the desired PICOID.
trieve SDP or other Service Discovery records, or any-  the main benefits from the proposed CoD scheme
thing else that will allow the device to connect to the the area of BTH network formation are shorter in-

2The remaining 2 bits are used to denote the CoD format type dUiry and paging processes. When a device finds a
and should be different than 00. matching CoD field it can stop inquiring by issuing a




HCI_INQUIRY _CANCEL command. Depending on

the network formation protocol, the device may then 20
attempt to page the matching remote device. The use
of the CoD scheme eliminates with high probability
the paging timeouts to devices that are discoverable
and not connectable, which can cost long delays in net-
work formation. Finally, it is worth mentioning that
the use of the CoD scheme not only helps in accelerat-
ing network formation, but also in reducing the over-
all power consumption, since inquiry and paging are 0 2 4 6 8 10
power intensive operations. Number of Unknown Devices

BTH Connection Delay
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5 Performance Results Figure 4. Connection setup improvement us-
ing the CoD scheme.

In Section 3.2 we presented experimental measure-
ments and simulation results to investigate and ex-The connection delay in such case is less than 6 s and
pose the problem of BTH pollution. The experiments equal to the partial inquiry time plus the paging time.
were conducted using BTH v1.1 compliant devices, Figure 5 shows the impact of BTH pollution in scat-
with CSR chipsets (HCI Ver:1.1 (0x1), HCI Rev:0x72, ternet formation delay. We calculated the network for-
LMP Ver:1.1 (0x1), LMP Subver: 0x72), running mation delay both in isolation and in the presence 10,
Linux kernel 2.4.18 with the BlueZ [8] BTH stack. 20 and 30 unknown devices, with and without using
For our simulation results we used the Blueware ns-the CoD scheme. Even though the results were ob-
simulator [11] with the modifications proposed in [3], tained using the protocol proposed in [3], [7], the ef-
[7]. In all our simulation results, the unknown, non- fect depicted applies to most scatternet formation pro-
cooperating devices are assigned randomly to any oftocols, since they all use inquiry and paging in similar
the five interfering states identified in Section 3.1. In ways to discover and connect to neighboring devices.
the rest of this section we present simulation resultsAs expected, the scatternet formation delay without
to demonstrate the benefits of using the proposed CoDusing the CoD scheme is much higher in the presence
scheme. of unknown devices. This happens because devices

We first evaluated the delay in connection establish-trying to form a scatternet spend time trying to con-
ment between two devices in the vicinity of a number nect to unrelated devices, only to realize that they are
of unknown devices. The results are shown in Figure not the right ones. In some cases this happens after
4. When only the BTH friendly name is used (cur- lengthy delays caused by page timeouts. On the other
rently the most common way to select the desired re-hand, using the CoD scheme filters out unrelated re-
mote device), the connection establishment delay in-sponses at the inquiry level and therefore the scatter-
creases almost linearly with the number of unknown net formation is minimally affected by BTH pollution
devices. This is because after inquiring for 10.24 s theand almost behave as if devices are operating in isola-
client device connects to each newly discovered devicetion. The CoD scheme results shown in Figure 5 were
to retrieve its BTH friendly name until it finds a match calculated for 10 unknown devices. We found similar
with the desired BTH friendly name. On the other results for 20 and 30 of unknown devices.
hand, if the BTH friendly name is hashed in the CoD,
the connection establishment delay is almost constan6 Conclusions
and equal to the inquiry time plus the paging time. In
the above two experiments the inquiry time was fixed In this paper we exposed and described the problem
to 10.24 s; if the inquiry were allowed to stop when of BTH pollution, a problem not adequately investi-
the first CoD match occured, the benefits in connectiongated in the literature, and we provided an insight on
delay would be even higher as also shown in Figure 4.how it affects basic BTH connection setup operations
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Figure 5. Impact on scatternet formation delay
in the presence of 10, 20 and 30 unknown

devices. Improvement using the CoD scheme [13]

for 10 unknown devices.

such as inquiry and paging to retrieve BTH friendly
names and other remote device information. Further-
more, we examined the impact of BTH pollution on
ad-hoc networking protocols. We proposed a solution
for accelerating connectivity using the BTH CoD field
and demonstrated that it can drastically reduce the ad-
verse effects of BTH pollution. As part of our future
research we will elaborate on hashing group codes in
the CoD fields and formulate a mathematical model
and study the BTH pollution problem.
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